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AL Lt HBGP

IETF WG’s

 # WG: IDR, SIDR, L3VPN, L2VPN, GROW, OPSEC, NVO3, VPN4DC,
I2RF.., and more

 # RFC: Over 100 RFC
e # draft: Over 50 IETF drafts

» Cisco engagement: ~50 BGP Engineer’s



Number of objects in the RIPE DB

Number of objects in the RIPE DB

Evolution of the number of different RIPE DB objects

Evolution of the number of different RIPE DB objects
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Control-plane Evolution

__—-
Internet Peering
SP Multicast VP PIM BePMulicastveN
Multicast MPLS PIM / mLDP segmented LSM (Mc Unified MPLS)
PDOS mitigation soracLRTeH  [BGPTOWEPE
Network Monitoring SNMP _
Security Filters, ACL wepsecek)
SP SDN (NPS / PCE / Alto) BePOnePkAP/BGPLS
MPLS transport LDP _
Business & CE L2VPN LDP _
Massive Scale DC OSPF/ISIS _
VXLAN / LISP encap / GRE LISP / GRE _
Massive scale DMVPN NHRP / EIGRP _




Why is BGP successful?

HLaR 1%
*  Multi-protocols, AFs
* Incremental

- NLRI, PA, Community
e Capability Negotiation
Flexible Policy

. any Services !l

DUTIRT—)LE
Structured (Route Reflector)
* Divide and Conquer

HA&Security
* Runover TCP
* NSR

Confederation
( ) * PIC, Add-Path
e Low protocol overhead .
. « MD5 authentication
 Simple FSM

T ——— RPKI validation

“Driven by Pragmatism”, “Not perfect, but good enough”
-- Yakov Rekhter

“Pervasive L2/L3 Tunnels, nowadays..” -- Miya Kohno
S INE == [ D L D D |



BGP — ONE-PK APIETJL

/Controller N
BGP LSIZ# T34

. Em

* (Cisco One-PK

- raw mode

- read/write mode
- 12RS data model
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1. Route Hijacking) %} 2k

ARZIRPMEOEHIDEZRICKIDIFAERERILEEZEAET
Route HijackZzfF< 3D D #E

BEESN =L L7 0bjectD )RR
RPKI Infrastructure 1)y )—Z (IPv4, IPv6 + ASN)E L DS BERE & IZHKES

BGP UPDATE®MOrigin ASIZ®L TZ U MREETS
JaE DERBEIXZ DA ETEHITH(**)

IW—BDN—F Iz TICEBDLEILE
BERXIZFEFERTLTWS

BGP Origin Validation

= ¥1-7BGPF7 N JE 21—k &#¥EE (BGPSEC)
BGP PATH Validation = ASPATHZ7 ) t\\l—l*’&'"j"f‘/b'fiiﬁ'a—%)
= EEERT

(**) http://www.nanog.org/meetings/nanog49/presentations/Tuesday/HowSecure_ NANOG print.pdf




Origin Validation in Action

Trust Anchor DERTE

Publication
protocol
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Protocol (up/

down)

Publication
protocol

Peering
Router

Infrastructure
relaying party)

BGP
preﬁx@ﬁﬁfﬁﬁﬁ/fb‘ ENZEH) Peer
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¥ 7B 38RFC (1/2)

RFC 6480
RFC 6481

RFC 6482

RFC 6483

RFC 6484

RFC 6486

RFC 6487
RFC 6492
RFC 6493

An Infrastructure to Support Secure Internet Routing

A Profile for Resource Certificate Repository Structure

A Profile for Route Origin Authorizations (ROAs)

Validation of Route Origination Using the Resource Certificate
Public Key Infrastructure (PKI) and Route Origin
Authorizations (ROAs)

Certificate Policy (CP) for the Resource Public Key Infrastructure
(RPKI)

Manifests for the Resource Public Key Infrastructure (RPKI)
A Profile for X.509 PKIX Resource Certificates

A Protocol for Provisioning Resource Certificates

The Resource Public Key Infrastructure (RPKI) Ghostbusters
Record

Feb 2012
Feb 2012

Feb 2012

Feb 2012

Feb 2012

Feb 2012

Feb 2012
Feb 2012
Feb 2012



F 75B8&ERFC (2/2) 2013-
Doc  Tdle  Dpae

RFC6810 The RPKI/Router Protocol Jan 2013

RFC 6481  BGP Prefix Origin Validation Jan 2013

RFC 6907  Use Cases and Interpretation of RPKI Objects for Issuers and Mar 2013
Relying Parties

RFC 6916  Algorithm Agility Procedure for RPKI Apr 2013

RFC 6945  Definitions of Managed Objects for the RPKI-Router Protocol May 2013



Origin Validation®} i D =8 M BGPZE

EBGP update
ﬁ

\)

;
Rat
i

%

— -

Origin
ValidationZE1T

Inboud Policy® 1 FA
- validity state&EMD Y F
-HEFR)Ea—FDEM

- //\

Router |gGp ypdate
(Outbound policylZ&k Y 3B/
=7 R E 12—k *dorigin
validation ext-community&

&E£12)

ADJ-RIB-INIZ | Ris/FiBI=
B AV AR—IL
I0S-XE : 3.5, 15.1(3)S BGP Bestpathit & E1T

|OS-XR : 4.2.1



2. DDoSXT &

Phase Il
- Dynamic &
Application Aware
‘ i o redirection/Traffic
Phase | %g%ﬁ%jn e Steering
- RTBH - Multi-Instance BGP
|
A O FI A
- URPF

https://ripe66.ripe.net/presentations/
306-20130516_v1 RIPE66_DDoS_Mitigation_gvandeve.pdf



3. N IEPARIRE XT3k - filtering

Malformed BGP Updates

REDRY T7rJEa—FRDIRY

Transitive Attributes

HMoEWTRJE2—k EFEVWFRE1L—K

. 4

-Attribute@%iﬁlﬁl%l/?/‘)'@?ﬁfﬁ
Attribute Filtering TOAVERRT D
(7HO3ay)

d

- AttributeZ R ET S
- Withdraw& L TS

Error-handling

|OS-XE : 3.7

4

|OS-XR : 4.2.3

NLRI processing...




3. A IEPARSRE XY 5k — error handling

Malformed BGP Updates

REDRY T7rJEa—FRDIRY

Transitive Attributes

HMoEWTRJE2—k EFEVWFRE1L—K

. 4

R ET oy

Attribute Filtering (1 7A1)
Minor: invalid flags, zero length...

d

Medium: inconsistent attribute length..
Major: Invalid or 0 length nexthop..
Critical: inconsistent

- message / total attributes length..
Error-handling (FH )
vav

|OS-XE : 3.7

4

- EIETESLDIIIEIE
-FrJEa—FDEE

- Withdraw& L THRLY
-ty artyk!

|OS-XR : 4.2.0

NLRI processing...

- Update message D FEZE
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RCMD — Routing Convergence® B] fR1k

» Routing Convergence Monitoring & Diagnostics
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RCMD — Routing Convergence® B] R4k

Routing Convergence

Flooding




RCMD — Routing Convergence® R] R4k
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Segment RoutinglZ&ANWD T )LiL
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N3 Controller
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/MPLS
Network
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Multi-Layer
Optimization \m

(nLight)
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Segment Routing — = AN E1E

Node segment to C

A g,  Node segment to C
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Adj Segment 7
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Node Segment: §%2 3 /—K ~Mshortest-path & O
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Segment Routing — Controller|Z & 4 il fif
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Segment Routing — Controller|Z & 4 il fif
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Segment Routing - Controller|Z &k & il
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Segment Routing - Source Routing
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Segment Routing® A1)k
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